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https://datareportal.com/reports/digital-2023-global-overview-report
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TO ACHIEVE BY

2030

TRANSFORMASI DIGITAL “

4" INOUSTRIAL
REVOLUTION

. MALAYSIA'S DIGITAL

INDUSTRY "
INDUSTRY ;i TRANSFORMATION:
A = M ALAYSI A DIGITAL Dalam Fasa 2 (2023-2025),
= (D\f\ ECONOMY BLUEPRINT . transformasi  digital akan
BE €% € AND. THE NATIONAL 4IR I PR
@‘@ n! ! s, ] @®, ' MyDIGITAL
E v POLICY
— Dalam Fasa 3 (dari 2026

M ég}, EC:‘V’@L??\'C Eourt el hingga 2030) akan
MYOICTRL  MINISTRY OF ECONOMY Revolution

: meletakkan Malaysia
sebagai peneraju serantau
dalam kandungan digital
dan keselamatan siber. Misi
MyDIGITAL adalah untuk
memastikan rakyat Malaysia
mendapat manfaat daripada
peluang revolusi digital.

Shaping the Fourth Industrial Revolution

~ Building 2 Better Future for All

15 May 2023
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SERANGAN SIBER BERUPAYA MEMBERI TRAN S Fo RMASI
DIGITAL TIDAK
TERLEPAS DARIPADA
RISIKO

 Teknologi telah mengubah cara
pengguna menjalankan perniagaan,
menawarkan pekerja dengan
capaian berterusan kepada aplikasi dan
data perniagaan yang kritikal.

Colonial Pipeline system map Chinese cyber attack on power grid

 Walaupun fleksibiliti ini mudah dan
mengembangkan produktiviti, ia juga
telah memperkenalkan risiko, cabaran
dan ancaman keselamatan siber

Cyberattacks On Vehicles Pose A
Threat To Drivers And i
Manufacturers CvBER PHYS




Erosion of social cohesion and societal
polarization
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Natural disasters and extrerne weather

Biodiversity loss and ecosystem collapse

Large-scale involuntary migration

Matural resource crises

Erosion of social cohesion and societal
polarization
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http://reports.weforum.org/global-risks-report-2021/
https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf
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KNOLOGI MEMBAWA CABARAN BAHARU

Tiada jaminan dalam teknologi

Muhammad Saufi Hassan
saufi@mediaprima.com.my

Pihak berkuasa Britain beri amaran chatbot AI bawa
risiko siber

Ahli akademik dan penyelidik sebelum ini berulang kali mencari cara untuk menumbangkan chatbots dengan

melaksanakan arahan tertentu atau menipu bagi memintas benteng pertahanan mereka.

Bernama  Ogos 30,2023 1:32 tengahari 2 minit bacaan

~— - = |

Penjenayah siber kini menyasar peranti loT di rumah
pintar - McAfee

| l E—

Kaspersky gesa perniagaan guna pakai teknologi Al
4 dalam operasi mereka

4 Bernama

Ogos 25, 2023 04:40 MYT

Y g

Malaysia's rapid 5G adoption highlights
cyber vulnerabilities

Hacks, data leaks at businesses, government agencies raise alarm




EVOLUSI PENYERANG SIBER

SEMAKIN BANYAK BERHUBUNG DI
DALAM RUANG SIBER,

SEMAKIN BANYAK RISIKO DAN A

ANCAMAN SIBER AKAN BERLAKU N 74ay SERANGAN TAJAANJ
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SERANGAN SIBER DI SELURUH DUNIA

MALAYSIA

Possible Cyberattack Disrupts The
Philadelphia Inquirer

The Inquirer, citing “anomalous activity” on its computer systems,
said it was unable to print its regular Sunday edition and told

staff members not to work in the newsroom at least through

Russian Man Charged for S200 Million in
Ransomware Crimes Involving Crypto

"3 Author: Andrew Throuvalas - Last Updated May 21, 2023 @ 07:30

The hacker was allegedly involved with multiple ransomware strains that attacked
police departments, hospitals, and the Colonial Pipeline.

Tuesday.

Toyota Japan confirms decade-long
security breach affecting more than 2M
customers

3CX's supply chain attack was caused
by... another supply chain attack

|._| Col

Carly Page @cariypage_ / 8:00 PM GMT+8 = April 20, 2023

Cyberattack On European Spacecraft!
How ‘Hackers’ Took Control Of Satellite’s
Imaging Sensors & Jeopardized Its Data
B B RN 5y Guest Author

By Group Captain Arvind Pandey (Retd)

May 21, 2023

11
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Varsity lecturer loses RM1.3mil to

SN o NEW NUSNESS  LIFEATM
STRASTIMES

Online scam cases increasing in Malaysia

[ | - NI REAY MUSINESE PR TIMEL  SRIOTS CATEID  KET IVIDUANT  KETTY D
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=== == |IMacau scam syndicate

14 arrested for online job scams in Johor

Ve w14

Bernama - |anuary 2, 2023 6223 FN

Cleaning service scam uses S WE¥A
cheaper rate to snare victims s

daily in fourth quarter last year

By Bernama - February 22,2023 @ 10:16am

Ao O

~Fortinet: Malaysia recorded 84 million cyber attacks

in Malaysia are leaked
and sold to scammers.
Are telcos to be blamed?

Alleged Cyberattack By Hacker

In the website description, the hacker stated that they hacked the website "just for fun”

Ja By Agasha Nur'aiman — 04 Apr 2023, 02:24 PM — Updated about 2 months ago

Malaysia Experienced 37% More
Ransomware AHacks in 2022, and That's
Pretty Worrying

12

Malaysia has been hit more times than usual. L

Wong Mareh 22,2023 f w
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; INSIDEN KESELAMATAN SIBER YANG DILAPORKAN .I.
KEPADA CYBERSECURITY MALAYSIA

MyCERT Incident Statistics

(2011 - 31 OgOS 2023) Security Aert €
12000 EMPAT INSIDEN SIBER
10636 10732 10699 10772 10730 TERTINGGI DI MALAYSIA
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9986 9915 10016 (CYBER999)
10000
. Penipuan
8334 e . Kod Berbahaya
8000 92 . Pencerobohan
. Berkaitan Kandungan
6000 Jenis Insiden
3837 . Pencerobohan
2000 . Percubaan Pencerobohan
. Denial of Service Attack (DOS)
. Penipuan
. Spam
2000 . Kandungan Berkaitan
. Laporan Kerentanan
. Malicious Codes
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KEUNTUNGAN
KEWANGAN EKSPLOITASI
KERENTANAN
PERISIAN /
PERKAKASAN

MENGAMBIL KESEMPATAN AGENDA POLITIK

KE ATAS KELEMAHAN MANUSIA ~ / PROPAGANDA
14 PE N G I NTI PAN SI B E R Copyright © 2023 CyberSecurity Malaysia
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RISIKO DAN IMPAK SERANGAN SIBER

a

* Kritikan dari media dan orang
awam

» Perhubungan Awam terjejas
» Kehilangan harta intelek /aset

.

p

» Sekatan dalam perkongsian maklumat
* Membangunkan solusi keselamatan siber

.

Audit bebas
Tindakan Undang-undang

yang komprehensif

Peningkatan kos

Kehilangan perniagaan /
kontrak

Hilang persaingan
Kos pemulihan
Kos kepada insuran premium

Jenama Kewangan

\
Pen(i]_awal- Operasi » Mengalih perhatian kakitangan kepada
Se€llaan tugas pemulihan
» Gangguan kepada operasi
» Melakukan pengawalan kerosakan dan
juga pemulihan organisasi
/

Copyright © 2023 CyberSecurity Malaysia



KESELAMATAN SIBER ADALAH
TANGGUNGJAWAB BERSAMA


http://www.thedailymba.com/2017/12/21/cybersecurity-checklist-what-every-small-business-should-know/
https://creativecommons.org/licenses/by-nc-nd/3.0/

SEMUA ORANG

KESELAMATAN SIBER TIDAK

BERFUNGSI SECARA SILO

PIHAK PENGURUSAN PERLU

DENGAN CONTOH,
MENINGKATKAN

SIBER ORGANISASI
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SECURITY EXPERTS TOP
ONLINE SAFETY PRACTICES

SECURITY NONEXPERTS TOP
ONLINE SAFETY PRACTICES

CYBER
HYGIENE

Merujuk kepada asas amalan
terbaik keselamatan siber yang
boleh dilakukan oleh pengamal

1. INSTALL SOFTWARE
UPDATES

1. USE ANTIVIRUS
SOFTWARE

2, USE STRONG
PASSWORDS

2, USE UNIQUE
PASSWORDS

s o on E B B BN BN S B B B S B EE e G G G N NN G I AN AN SN G OGN G G G

3. USE TWO-FACTOR
AUTHENTICATION

3. CHANGE PASSWORDS

dan pengguna keselamatan
organisasi.

18

4, ONLY VISIT WEBSITES

e o = ==

PERSONAL INFORMATION

FREQUENTLY

4. USE STRONG

THEY KNOW PASSWORDS

5. DON'T SHARE 5. USE A PASSWORD

MANAGER

duny

Practice Great Cyber Hygiene - Cyber Risk Opportunities

Copyright © 2023 CyberSecurity Malaysia


https://www.cyberriskopportunities.com/practice-great-cyber-hygiene/
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ASAS KESELAMATAN SIBER

TOO EASY TO GUESS

KATA LALUAN YANG KOMPLEKS

KEMPEN KESEDARAN
BERTERUSAN

PERISIAN ANTIVIRUS

2-FAKTOR PENGESAHAN

LOADING...

N

V,."__’@‘

SANDARAN BERJADUAL
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DILANCARKAN SECARA RASMI PADA
23 MAC 2021

‘1 SiberKASA merupakan inisiatif kerajaan yang bertujuan untuk

| membangun, memperkasa, mengukuh dan melestarikan prasarana

i serta ekosistem keselamatan siber negara agar sentiasa mampan,
| terpelihara dan berdaya tahan
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ENDEKATAN
OLISTIK

* Penerapan pendekatan holistik yang
mengenalpasti potensi ancaman
kepada organisasi dan impak kepada
keselamatan negara dan kesejahteraan
awam

* Membangunkan keupayaan negara
untuk  mempunyai daya  tahan
siber yang kukuh dan mempunyai
keupayaan untuk melindungi pihak
berkepentingan, reputasi dan aktiviti-
aktiviti yang utama

| CyberSecurity||

MALAYSIA
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MALAYSIA

Objektif: Untuk membangun, memperkasa, mengukuh dan melestarikan prasarana serta ekosistem
keselamatan siber negara agar sentiasa mampan, terpelihara dan berdaya tahan.

HUMAN PROCESS TECHNOLOGY

Covers aspects of skills, knowledge, ethics,

behavior and talent

Global Accredited 2. CyberSAFE L.I.V.E

Cybersecurity Gallery
Education ‘
(ACE)Scheme ‘NLL'VEGALEIM

CyberDrill Exercise 5. Cyber Security

Behavioral Professional
Competency Development
Assessment (BCA) ' |
Cybersatery ‘GL&BAL ACE
" ICERTIFICATION |
Everyone (CyberSAFE)

CyberSecurity Malaysia

Awards, Conference &
Exhibition (CSM-ACE)

1.

2

Covers aspects of policy development, strategy,
Standard Operating Procedure (SOP), recognition of

international standards

Information Security 2.
Governance, Risk & 3.
Compliance Health Check
Assessment (ISGRIC)

Business Continuity
Management 8.
System(BCMS)
MyCyberSecurity Clinic 9.
(MyCSC) - Data Recovery
Service 10.
DF Case Management
System 11.
Cyber Discovery

Mobile Incident Analysis 12.
(CyberDEF)

MyTrustSEAL

Technology Security

ISMS Guidance Series
Information Security

Management
System(ISMS)

Assurance (TSA)

ICT Product Security
Assessment (IPSA)
Security Posture
Assessment (SPA)
SCADA Security
Assessment (SSA)
PHP Secure Code
Assessment (PSCA)
Malaysian Common
Criteria (MyCC)

= N =

Involves technology in particular matters related to
minimizing vulnerabilities, digital forensic analysis,

malicious code (malware) and data

USB Secure Suite

Crypto Random test tool
X- Forensics Tools
Coordinated Malware

MyCyberSecurity Clinic
(MyCSC) - Data
Sanitization Service

DF Lab Quality
Management
Penetration Testing
Service Provider (PTSP)
CyberSecurity Malaysia
Crptographic Evaluation
Lab (MyCEL)

CCTV Forensic readiness
Commercial Incident
Respond Handling /

Copyright © 2023 CyberSecurity Malaysia

Eradication and

Remediation Platform

(CMERP)
5. Lebahnet

| CyberSecurity||

PRODUCTS AND SERVICES

1.

TEVEE

Investigation (CyberDEF)

Backdoor Scanning

8. Cloud Security
Compliance Audit

9. Cloud Security
Assessment Audit

10. Cloud Security Audit for
ISMS

~

Kloner

x-Forensik 2.0

’Penuud
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¢% Common Criteria LNERABILITY
SSESSMENTS
o -PENETRATION
Product security DE’: R WESTS

and ICT systems 2313y

Y Uncovering Future Threats

guarantee

Cyber

MALAYSIA

DATAM.OSS

PREVENGION

Teknologi

/_ Proses 4\ | t

1 [SIM)s

3 L\:"‘ ';';h' §
L8 *aﬂ'
ACT 709 /

PERSONAL DATA PROTECTION ACT 2010

/— Manusia

Cyber

o

CYBER SECURITY PROFESSIONAL DEVELOPMENT

GLE&BAL ACE

Global Accredited Cybersecurity Education (ACE) Scheme

CyberSAFE

Cyber Security Awareness For Everyone

)

/

g PERTAHANAN BERLAPIS.............
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RANGKA KERJA PEMBANGUNAN KAPASITI KESELAMATAN SIBER

25

G L@BAL ACE Cvhér ity Building cyber security managers,
- Profes strategists and professionals

Global Acoredinsd Sybersecunity Educaton |ACEY Schems

Global ACE Scheme

https://www.cybereducationscheme.org

Cl=l tlE'l' Cyber Security Building cyber security practitioners

Practitioners

CYREE FECLA|TY FRGFESSIZHAL BEVELDFHEENT

Cyberguru
https://www.cyberguru.my

CyberSAFE

Cybersafe
https://www.cybersafe.my

» Building cyber security awareness
and appreciation

» Elevating adoption and adaptation to
target groups including their families
and communities

To nurture cyber security To nurture cyber security To rlurtur_e cyber security
knowledge groups and/or practitioners that are pmfess!un.als tha_t_jire
individuals that are resilient technically capable and -c.;tpal:n_le n 5.:tirateg|.e_|r_lg,
to cyber security incidents proficient in the operation planning an ?xF?"t_mg
cyber security initiatives

Copyright © 2023 CyberSecurity Malaysia



KESEDARAN KESELAMATAN SIBER MELALUI
CYBERSECURITY AWARENESS FOR EVERYONE (CyberSAFE)

P J"\ * CyberSAFE dilancarkan oleh YAB Timbalan Perdana Menteri

CyberSAFE i:\h
Cyber Secunity Awareness For Everyone !

<, b organisasi.
W e

'}T  « Program kesedaran yang dirujuk oleh Australian Communications dan Media Authority

« Telah melibatkan 34,000 pelajar, pihak pengajar, para belia, dewasa dan lebih daripada 190 sekolah /

Menjadi keutamaan untuk menyediakan maklumat,
peralatan dan sumber-sumber yang relevan untuk

meningkatkan tahap kesedaran nasional berkenaan

kepentingan keselamatan siber

Budaya N

Menanamkan | kewarganegaraan
— kesedaran digital di
keselamatan siber gita
Program kalangan
Jangkauan masyarakat dari

Membantu dalam semua pekerjaan

memupuk dunia .
digital yang dan gaya hidup

selamat

26

CyberSAFE

CYBERBULLYING:
SAFEGUARD YOUR
SAlitg ]

Copyright © 2023 CyberSecurity Malaysia
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Cyber

CYBER SECURITY PROFESSIONAL DEVELOPMENT

Kerjasama Dalam Kerjasama Akademik Keselamatan
Pembangunan Kapasiti Siber
Keselamatan Siber

— UNI\. /ERSITI
CyberSecurity Malaysia & E TI‘EBTAN @ .U UM’ .
menggabu ng kan program Iatl han nya ‘_# Hm "Ia” n al University St Universiti Utara Malaysia 2 | e é:n.,m.a n....av,-,...) UNIVERSTI TE"“"-D'C‘ MALAYSIA UM T

UNIVERSITI TEKNIKAL MALAYSIA MELAKA

ke dalam program latihan tempatan

dan antarabangsa terpilih serta UNIVERSITI SAINS ISLAM MALAYSIA P P
. 9 P @ z;yuA o A e %UTHM ﬁ% mﬁm POLITEKNIK e

bekerjasama‘ rapa‘t dengan rakan ISLAMIC SCIENCE UNIVERSITY OF MALAYSIA Universiti Tun Mussein Onn Malaysia W[ [ FEERmEERIOOOGE MERSING Frasiemas v
usaha sama industri untuk The Energy University

menambahbaik, menyampaikan dan " HELP
memasarkan perkhidmatan ini . UTP University

dengan berkesan dan cekap. university of achievers

27 Copyright © 2023 CyberSecurity Malaysia
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GLEBAL ACE _ MATLAMAT & OBJEKTIF

MATLAMAT |

CERTIFICATION &

Pensullan Global ACE telah
dipilih sebagai salah satu
Projek Juara di bawah
Kategori 5: Membina
Keyakinan dan Keselamatan
dalam Penggunaan ICT di
WSIS Prizes 2020

28

\
Mewujudkan tenaga kerja kompeten bertaraf dunia dalam
bidang keselamatan siber dan menggalakkan pembangunan
program profesional keselamatan siber di rantau ini
\. J

1 Mewujudkan program
pensijilan profesional
yang diiktiraf di
peringkat global

T 3 Menggalakkan

pembangunan program
profesional keselamatan
e ; siber di peringkat global

OBJEKTIF

2 Menyediakan profesional
keselamatan siber dengan
pengetahuan, kemahiran, sikap
(KSA) dan pengalaman yang
betul

4 Memastikan kakitangan

bertauliah telah dinilai secara bebas
dan komited kepada tahap
perkhidmatan yang konsisten dan
berkualiti tinggi

Copyright © 2023 CyberSecurity Malaysia



PROGRAM LATIHAN PENSUILAN GLOBAL ACE |CybersSecurity||

MALAYSIA

B. Ready by 2023/2024

A. Currently running Global ACE Certification Programmes

Certified Digital Forensics First Responder

2. Certified Information Security Management System Auditor | Certified Industriall Control System Secrity
3. Certified Penetration Tester Analyst
4. Certified Secured Applications Practitioner ) Cariftie] Seamre e A e e (3212
5. Certified Information Security Awareness Manager Developer
6. Certified MyCC Evaluator 3.Certified Smart Card Reader Analyst
e s 4.Certified Cloud Security Auditor
8. Certified loT Security Analyst
5.Certified loT Blockchain Practitioner
9. Certified Cybersecurity Awareness Educator
6.Certified Cyber F ics Analyst
10. Certified Security Operations Centre Analyst R
I'l. Certified Incident Handling and Network Security Analyst o CRrEEE D AP e AemEie ST
12. Certified IP Associate 8.Certified Data Privacy Officer
3. Certified IT Associate 9.Certified Data Privacy Specialist
4. Certified Cybersecurity Data Science Analyst 10.Certified Chief Data Privacy Officer
I5. Certified Mobile Security Analyst | I.Certified Cryptocurrency Seizing Officer
6. Certified Cyber Law Practitioner
I7. Certified Cybersecurity Risk Manager
29 Copyright © 2023 CyberSecurity Malaysia



Brosur Pensijilan Global ACE AND CyberGURU

|Cybersecurity||

MALAYSIA

Certification

ff CyberSecu

MALAYSIA

ity ||

Accredited by

GL&BAL ACE
CERTIFICATION

Certified Cybersecurity
Awareness Educator
(CCASE)

Certification

{’: CyberSecurity ”

)
MALAYSIA

Accredited by

GL&BAL ACE

CERTIFICATION

Certified Digital Forensic for
First Responder (CDFFR)

Certified Examination

The CDFFR examination is certified by the Global ACE Certification. The examination

ry for y
will be tested via a combination of either continual assessmen multiple choice
(MC). theory/underpinning knowledge assessment (UK), practical assessment (PA)

CRYPTOGRAPHY FOR
BEGINNERS

Fundamental

This course is designed specifically to create understanding on basics
of cryptography and presenting main ideas in simple language. 21
It highlights Important components such as Stream Cipher, block
ciphers, public key algorithms, digital signatures, and applications as
well as a historical look at the field.

30

Objectives

1. Uncertstanding cryptography

Target Participants

1. ¢

[CyberSect

MALAYSIA

Cgb?ﬁiﬂw

|CyberSecurity|

MALAYSIA

1101 07'1 00101
01001011C

CRYPTOGRAPHY FOR
INFORMATION SECURITY
PROFESSIONAL

Intermediate

Information technology and security networks demand complex
algorithms and cryptographic systems. This course covers
cryplographic  components  su policy,
implementation, key management and security issues.

e cryptography solutions for organization

earn why, where and when to apply the cryptography

Target Participants

1. Individuals with Information Security qualifications

“omputer users who are new to cryptography

risk, vulnerabilities and security

CYBER SECURITY
ESSENTIAL

Fundamental 2days

This course provides general understanding about the importance
of cyber security; create awareness on the growing cyber threats
and trends and its impact towards cyber lerrorism and intemet
radicalization. It also explains cyber terorism framework and
describes the core aspects of cyber terorism.

‘This 2-days comprehensive course is tailored according to Malaysian
perspective.

Copyright © 2023 CyberSecurity Malaysia
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CYBER SECURITY Rrriognt

ME&DULAR

CERTIFICATION

MODULAR PROFESSIONAL CERTIFICATION

CyberSecurity Malaysia bersama Jabatan Pembangunan Kemahiran Malaysia
(JPK) dan Lembaga Teknologis Malaysia (MBOT) telah memulakan projek
untuk mengintegrasikan Global ACE Certification dan latihan TVET ke dalam
projek sulung yang dikenali sebagai Pensijilan Profesional Modular
Keselamatan Siber melalui National Occupational Skills Standard (NOSS).

. JABATAN ( '
PEMBANGUNAN —~
<%
KEMAHIRAN (JPK) m E €% T
KEMENTERIAN ‘@ é
SUMBER MANUSIA LEMBAGA TEKNOLOGIS MALAYSIA

MALAYSIA BOARD OF TECHNOLOGY

Copyright © 2023 CyberSecurity Malaysia
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EKOSISTEM CYBERSECURITY MALAYSIA

ENFORCEMENT I-l LEGISLATION I-l NATIONAL CYBER SECURITY

POLICY

Monitoring &
Enforcement

Law & Prosecution

Formulation and
Coordination of Policy
Implementation through 8

Policy Thrusts

AGC

Advisory
Technical support

NACSA

Advisary
Technical support

Advisory
Technical support

MCMC CYBER SECURITY ol
SC REFERENCE & y
SPECIALIST CENTRE Technical
support
MILITARY
Stratégic /

policyflinput

INDUSTRY

Driver/Facilitate DEVELOPMENT

Operational research

Cyber Security Industry
Development & Growth

Applied & operational
research

(s ] csm ] MoEC

IHLs / RI MCMC MITI
OWASP RAWSEC
Copyright © 2023 CyberSecurity Malaysia
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2 L o - ' “49TH i .
a'ﬂ? Ministries of Communication and Multimedia WAWASAN KEMAKMURAN BERSAMA - w 12 MaIaYSIa Plan (RMK

71 : ! | alsongan
A Strategic Framework e 12)

[ Strategic Thrust 2: ) /" Pillar 1: Source of Growth N
Driving the Digital Economy and IT Towards Developed Pillar 4: Human Capital Transformation and Market
Countries Strengthening Labor:

Strategic Thrust 3: Pillar 5: Inclusivity and People’s Well being
Strengthen the regulation of a reliable and stable Pillar 6: Institutional Reform
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and Management JENNRE Y

Strengthening Global
Collaboration
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X , . . : - . « Strengthening
Enhancing National Cyber Strengthening Enhancing Capacity & International Collaboration
Security Governance and Legislative Framework . . and Cooneration in Cvber
Ecosystem g S Capability Building, P y

and Enforcement Security Affairs

. Improving  Organization Catalyzing World Class Awareness and Education

« Enhancing Malaysia’s . . . + Demonstrating Malaysia's
Management and Cyber Laws to Address Innovation, Technology, EEECIIELEIEECIEIE IS LE Commitment ?n Promyoting
Business Operation Current and Emerging R&D d Indust Security Capacity and I Secure Stable and
(Government, CNII and I ST anad inaustry Capability Building ’
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Business) * Spurring National Cyber .
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» Strengthening Cyber and Capability of Awareness
Security Incident I Cybercrime I « Promoting a Competitive I
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RANG UNDANG-UNDANG KESELAMATAN SIBER =%l

RUU Keselamatan Siber bakal digubal - Anwar

Harits Asyral Hasnar

c__ D
S
i

&
d

Memperkukuhkan perundangan
M dan penguatkuasaan berkaitan
‘Wl keselamatan dan jenayah siber

|

|‘H- * Mempertingkatkan Undang-undang
— Siber Malaysia untuk Menangani

Ancaman Semasa dan Ancaman

Muncul

L.
o

Meningkatkan Kapasiti dan
Keupayaan Penguatkuasaan
Jenayah Siber

jelas untuk mengawal

“RUU Keselamatan Siber akan memberi NACSA, MKN punca kuasa undang-undang yang
selia dan menguatkuasakan undang-undang berkaitan
keselamatan siber serta menambah baik keberkesanan fungsi-fungsi NACSA, MKN

Sejajar dengan hasrat yang termaktub dalam Arahan MKN No. 26 Pengurusan
Keselamatan Siber Negara dan Strategi Keselamatan Siber Malaysia (Malaysia Cyber

36 Security Strategy, MCSS)” — Perdana Menteri Malaysia ke-10
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Rangka Kerja Keselamatan Siber
Sektor Awam (RAKKSSA)

MAMPU komited usaha digitalisasi sektor awam a
melalui data raya S
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ACT 709
PERSONAL DATA PROTECTION ACT 2010

Date of Royal Assent : 2 June 2010
Date of publication in the Gazette : 10 June 2010

Memudahkan urusniaga perniagaan /
01 e-dagang / ekonomi digital E,Cf

Merangsang dan meningkatan

(02 kepercayaan - berintegriti dalam ?
mengendalikan data peribadi

03 Mengelakkan penyalahgunaan data

peribadi dan data peribadi sensitif

Memposisikan Malaysia sebagai sebuah

04 "egara di dunia yang menguatkuasakan b
perundangan perlindungan data A3/
peribadi yang kukuh

38
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AKTA PERLINDUNGAN DATA
PERIBADI 2010 (PDPA)

Isu dan cabaran berkaitan Akta Perlindungan Data Peribadi
(PDPA) 2010

« Hanya melindungi daripada salah guna penggunaan data
peribadi untuk tujuan komersial sahaja.

« Tidak mempunyai peruntukan yang khusus menangani isu
dalam talian, yang termasuk data seperti geolokasi dan
cookies.

« Tidak boleh digunakan jika data peribadi diproses di luar
Malaysia.

« Ketinggalan di belakang perlindungan data dan inisiatif
pengawalseliaan yang serupa di tempat lain seperti GDPR.

Usaha Untuk Pindaan Akta PDPA 2010 Sedang
Dilaksanakan Oleh JPDP/KKD

Copyrgnt © 2023 Cybersecurity

Vialaysia
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Key Compo ts of PDPA A act 700 )
PERSONAL DATA PROTECTION ACT 2010

1 General Principle
2 Natice and Choice Principle Govt looking at PDPA amendments to
3ﬂsclosure Principle .
e beef up security, prevent data
Sietention Principle |9(JI |(ClgeS
Glelta Integrity Principle Published: Feb 18 2023 6:18 PM - Updated: 8:05 PM

M:cess Principle

CyberSecurity Malaysia Turut Bekerjasama Dengan
Jabatan Perlindungan Data Peribadi (PDPD)
Untuk Memperkasakan Perlindungan Data

Personal Data Protection Act 2010 (Act 709) Copyright © 2023 CyberSecurity Malaysia




MENGATASI PERLINDUNGAN DATA DAN KETAHANAN R REGIRE
SIBER MELALUI TEKNOLOGI ENKRIPSI

« Dasar Kriptografi Negara telah diluluskan oleh pihak Kerajaan

pada Januari 2013

» Terdapat aplikasi kriptografi yang komprehensif dalam Kerajaan ke

Kerajaan (G2G), Kerajaan ke Warganegara (G2C), Kerajaan ke

Perniagaan (G2B) dan Perniagaan ke Perniagaan (B2B) ke arah

Confidentiality Integrity
Encryption: see B——]  memastikan persekitaran siber yang selamat dan dipercayai
+ Secret key % Signature
+ Public key \ED
\

Non-Repudiati icati . . . . .. .
Dﬁ:gef"% Authent S - Kriptografi juga menyokong Ekonomi Digital Nasional dan
My Sgustine 4Dsc = merealisasikan Agenda Transformasi Nasional untuk mengubah

Malaysia menjadi negara maju dan berpendapatan tinggi

40 Copyright © 2023 CyberSecurity Malaysia
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MENANGANI PERLINDUNGAN DATA MELALUI GARIS
PANDUAN KESELAMATAN SIBER

GUIDELINES

,L \
. Cyber Security Guideline for 5. Cloud Security Implemeﬁiation fg
Industrial Control System (ICS) Cloud Service Subscribér (CSS
Guideline e
. Cyber Security Guidelines for Secure
Software Development Life Cycle 6. Guideline for Securing MyKAD
(SSDLC) Ecosystem

. Cyber Security Guideline for Internet 7. Guideline on the Usagé o?; ) \

-

of Things (loT) Recommended AKSA MySEAL ™~
Cryptographic Algorithms \O

. Cyber Security Guideline for Industry
4.0 (14.0)

CyberSecurity Malaysia products

Copyright © 2023 CyberSecurity Malaysia
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KETAHANAN SIBER MELALUI KESELAMATAN ADAPTIF

Menjadi lebih proaktif, dinamik and pendekatan keselamatan siber yang lebih bersepadu

/ Keselamatan adaptif adalah \ PREDICTIVE i PREVENTIVE
keselamatan siber o ) g0 OSSN Mg,
* Periodic Vulnerability A\ ‘?J' . ;
ang menganalisis tingkah laku dan assessment Rus ‘s comver hardening
y -g g g + Threat hunting f&g J-% « Security patching
insiden untuk melindungi dan . Cyber threat intelligence 1'% 3 " Source encie review
menyesuaikan diri dengan ancaman
sePe-Ium ia berlaku. Dengan RESPONSIVE DETECTIVE
Senibina Keselamatan Adaptif, + Identification of infected - Perimeter Security
o . devices devices
sebuah organisasi perlu + Isolation of + Endpoint security
e _ e s . compromised devices « N k Securi
terus menilai risiko dan secara + ncdentresponse and _ w‘j:jgphj;;:’
porting security

automatik memberikan
\ penguatkuasaan

ada pada setiap tahap dalam kitaran insiden tindak balas
ikasi, tindak balas, pasca insiden, dan kos kerugian pernia

43 Copyright © 2023 CyberSecurity Malaysia
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i Cyberagq

Cyber999 Help Centre

Coordinated Malware Eradication &
Remediation Project (CMERP)

A ‘II

LeboahNET

Lebahnet (Honeynet Project)

|

Cyber Threat Research
Centre (CTRC)

Computer Security
Incident Response Team
(CSIRT) Consultancy

Cyber I

MENANGANI DAYA TAHAN SIBER MELALUI TEKNOLOGI DAN
PERKHIDMATAN RESPONSIF CYBERSECURITY MALAYSIA

||||||
1l Uncovering Future Threats

Cyber Detect, Eradicate and Forensics
(CyberDEF)

X-Forensics Tools
PenDu
| ComMuka VvV 0
Klon

x-Forensik 2.0 ‘

-

o’/

Copyright © 2023 CyberSecurity Malaysia
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MENGUATKAN PERLINDUNGAN DATA MELALUI

KECERDASAN ANCAMAN SIBER PREDIKTIF
Makmal khas tangani serangan siber

AHMAD FAUZI (dua dari kanan) dan Amiruddin (dua dari kiri)
menunjukkan Mol di Johor Bahru semalam.

45

Oleh AHMAD ISYAFIQ MAD. DESA

JOHOR BAHRU - Universiti
Teknologi Malaysia (UTM) men-
ubuhkan makmal khas ber tujuan
melaksanakan kajian
mengenai kaedah me-
nangkis serangan siber
yang semakin menular
kini.

Timbalan Naib Canse-
lor (Penyelidikan dan
Inovasi) UTM, Prof. Dr. Ahmad Fauzi
Ismail berkata, penubuhan UTM-
CSM Cyber Security X Lab yang
mencecah kos sebanyak RM100,000
itu merupakan sebahagian daripada
komitmen universiti mengekang je-
nayah global itu.

®UIM

Beliau berkata, makmal yang
ditempatkan di bawah Fakulti Peng-
komputeran UTM menempatkan
para penyelidik sepenuh masa.

“Fakulti berkenaan mempunyai 170
pensyarah dalam pel-
bagai bidang berkaitan
teknologi siber. Sebanyak
15 penyelidik di UTM-
CSM Cyber Security X
Lab akan bertindak me-
nangani jumlah serangan
siber dan teknik penggodaman yang
semakin canggih kini,” katanya.

Beliau berkata demikian pada si-
dang akhbar selepas Majlis Menan-
datangani Perjanjian (MoU) antara
UTM dan CyberSecurity Malaysia
(CSM) di Fakulti Komputeran, UTM

UTM (ISusersacs

UTM-CSM e
Cyber Security X Lab

information Assurance &

di sini semalam.

Hadir sama Ketua Pengarah Ek-
sekutif CSM, Dr. Amiruddin Abdul
Wahab.

Berdasarkan statistik terkini, ka-
dar jenayah siber sedang meningkat
di negara ini dengan purata 10,000
kes dilaporkan setiap tahun.

Ahmad Fauzi menambah, sebagai
permulaan, UTM menerima perun-
tukan sebanyak RM360,000 dari-
pada CSM untuk disalurkan kepada
pembangunan projek yang diran-
cang.

“Pada peringkat awal, kerjasama
kita menumpukan tiga bidang iaitu
Malware Analitik, risikan anca-
man siber dan ancaman berterusan
maju,” katanya.

Copyright © 2023 CyberSecurity Malaysia



MEMPERKUKUHKAN KEUPAYAAN DETEKTIF MELALUI |cu0s5ra0ri|
CyberDEF: FIRE EYE BEST CYBERSECURITY INNOVATION AWARD 2015

Q. | ; :
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ALAYSIA

An agency under MOST)

0301108

i Cuberoer

LEEN

1
]

Cyber threats and cyber attacks landscape have changed. Our data and technology are constantly under threat especially with the
growth of advance persistent threats (APT). These targeted attacks to organisations are planned, organised and highly-skilled

Cyber criminals are now more focused and savvy with cyber attacks conducted across multiple stages and mediums. These lead
to organisations being exposed and vulnerable to cyber attacks resulting in data theft, breach of trust, denial of service and
tamished reputation

Thus, organisations need to be responsive, proactive and pre-emptive in tackling cyber security.

Organisations should be equipped with;

1. Cyber anadylics capability 2. Cyber forensic capability 3. Computer Security Incident Response Team
+ to identify emerging threat pattems + 10 analyse the attacks. (CSIRT) and facilities ready.
+ 10 anticipate intrusions, # 10 prevent future attacks
+ assess their capability tohandle
attacks

These basic building blocks of & cyber intelligence framework not only help an agency continuously monitor its risks, but also
create o more dynamic situstional awareness that drives better decision-making across 2 wider range of mission and business
activities.

CyberD.E.F
* Detection

* Eradication
* Forensic

46 BICyberSecurity Malaysia
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MENGUKUHKAN PENCEGAHAN KESELAMATAN CYBER MELALUI
PENILAIAN TEKNOLOGI

Secure Software Development
Lifecycle (SSDLC) Lab & Services

Internet of Things (I0T) Lab

4747 Copyright © 2023 CyberSecurity Malaysia



The State of
Ransomware
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; UNDERGROUND

Ihreat actors value zero-day exploits
because most security defenses are

x o dasigned to handie known flaves,
s0 attacks that use them can go
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5G NETWORK ATTACKS

DoS and also DDo5S

Hijacking and Signaling Storms
Resource Theft (Slice)
Configuration and IMSI Catching
Penetration & User Identity

TCP level & Semantic Information
Man-in-the-Middle

IP Spoofing and also Reset
Scanning & Security Keys Exposure

Timing & Boundary

~~

Control -

loT Devices Data

= @«
Scanner \\ \-, i
\=/ <
?
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A
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e
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Al-POWERED CYBER

ATTACKS

Espionage Sabolage Fraud

|OT ATTACKS

CYBERSECURITY 2023
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KESIMPULAN DAN HALA TUJU

Keselamatan siber penting untuk sesebuah organisasi beroperasi
dengan lebih efisien dan kritikal untuk melindungi data mereka,;

Semasa organisasi membina prosedur keselamatan siber,
organisasi tersebut perlu menggunakan model keselamatan yang
berperingkat;

Mempunyai perlindungan keselamatan siber yang dinamik,
holistik, inovatif dan adaptif untuk menangani serangan siber yang
canggih;

Menguatkan keselamatan siber tempatan dan global melalui
kerjasama antara agensi dan Public-Private Partnership; dan

Persediaan lengkap adalah kunci untuk menangani ancaman-
ancaman siber terkini.

50

Cyber ' ||

MALAYSIA

Copyright © 2023 CyberSecurity Malaysia



| CyberSecurity||

MALAYSIA

KEMENTERIAN
KOMUNIKASI DAN DIGITAL

TERIMA KASIH

CyberSecurity Malaysia
Level 7, Tower 1, Menara Cyber Axis, Jalan Impact, 63000 Cyberjaya
Selangor Darul Ehsan, Malaysia
T +603 8800 7999 | F +603 8008 7000 | H +61 300 88 2999

www.cybersecurity.my | info@cybersecurity.my

o CyberSecurityMalaysia O cybersecuritymy 0 cybersecuritymy @ CyberSecurity Malaysia jln cybersecurity_my
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